
 
 
 
 
 
 
 

SERVICE AGREEMENT 

Revised: October 6, 2025 
 
This Service Agreement (this "Agreement") is entered into by and between Payment Pro 
Logistics, LLC, a California limited liability company doing business as Payment Labs 
("Payment Labs") and the company identified in the Order Form ("Company") as of the 
Effective Date indicated on the Order Form. Payments Labs and Company may each 
individually be referred to herein as a "Party", and collectively referred to herein as the 
"Parties". 
 
WHEREAS, Payment Labs provides a technology solution to assist users ("Users") through a 
web-based application to create, track, and manage the status of payments to Users (the 
"Services"). 
 
WHEREAS, Company desires to engage with Payment Labs to provide the Services, and 
Payment Labs is willing to provide the Services, under the terms and conditions hereinafter 
set forth. 
 
NOW, THEREFORE, in consideration of the mutual covenants and agreements hereinafter set 
forth and for other good and valuable consideration, the receipt and sufficiency of which are 
hereby acknowledged, Payment Labs and Company agree as follows: 
Company's execution of one or more Order Forms that incorporate this Agreement by 
reference indicates Company's acknowledgement and acceptance of the terms herein. As 
used herein, the term "Agreement" shall include all Order Forms, exhibits, policies, schedules, 
and documents incorporated herein by reference. 

1. DEFINITIONS 
As used in this Agreement, the following terms shall have the meanings set forth below: 
 
1.1 "Agreement" means this Service Agreement together with all executed Order Forms, 
exhibits, policies, schedules, and documents incorporated herein by reference. When used in 
an Order Form, "Agreement" means the Service Agreement as incorporated by reference 
together with such Order Form. 
 
1.2 "Authorized Payment Method" means a current, valid, payment method accepted by 
Payment Labs, as may be updated from time to time and which may include payment 

 



through an account with a third party. Authorized Payment Methods include without 
limitation credit card and ACH Direct Debit. 
 
1.3 "Billing Period" means the period for which Company agrees to pay fees under this 
Agreement. For example, if Company's Agreement is for a period of one (1) year, the Billing 
Period may be every month, for twelve (12) consecutive months, or as otherwise specified in 
the Order Form. 
 
1.4 "Biometric Data" means personal data resulting from specific technical processing relating 
to the physical, physiological, or behavioral characteristics of a natural person, which allows or 
confirms the unique identification of that natural person, such as information regarding facial 
geometry. 
 
1.5 "Biometric Information" means any information, regardless of how it is captured, 
converted, stored, or shared, based on an individual's Biometric Data. 
 
1.6 "Biometric User" means Company's end users who are requested or required by Company 
to use the Identity Verification Service. 
 
1.7 "Company" means the company identified in the Order Form. 
 
1.8 "Confidential Information" means non-public, proprietary, and confidential information of 
Disclosing Party, whether or not labeled as "confidential", subject to the exclusions in Section 
7. 
 
1.9 "Data Protection Laws" means (i) the General Data Protection Regulation ((EU) 2016/679) 
(GDPR) and (ii) any other laws, regulations and secondary legislation relating to data 
protection, the use of information relating to individuals, the information rights of individuals 
and/or the processing of personal data. 
 
1.10 "Deliverables" means all documents, work product, and other materials that are delivered 
to or accessible by Company under this Agreement or prepared by or on behalf of Payment 
Labs in the course of performing the Services. 
 
1.11 "Disclosing Party" means the Party disclosing Confidential Information. 
 
1.12 "FBO Account" or "For Benefit Of Account" means a custodial bank account set up for the 
Company to fund payments to Users. The FBO Account holds funds in trust for the 
Company's payment operations and is segregated from Payment Labs' operating accounts. 
Company agrees to maintain sufficient funds in the FBO Account to cover all scheduled and 
pending payments to Users. This definition applies specifically to Payout Services.  
 
1.13 "Identity Verification Service" or "IDV" means the identification verification service made 
available by Payment Labs that uses an identification document and Biometric Data, namely 

 



facial geometry information, to confirm the identity of an end user. IDV Services may be 
required based on risk factors and are subject to separate fees as specified in the Order Form. 
 
1.14 "Intellectual Property Rights" means all intellectual property rights, including copyrights, 
patents, patent disclosures, and inventions (whether patentable or not), trademarks, service 
marks, trade secrets, know-how, methods, processes and other confidential information, 
trade dress, trade names, logos, corporate names, and domain names, together with all of the 
goodwill associated therewith, derivative works, and all other rights. 
 
1.15 "MT Services" means the services provided by a reputable and properly licensed 
third-party payment service provider as an Accounts Payable Automation Platform to 
manage direct payments to Users as part of the Payout Services. For avoidance of doubt, MT 
Services Providers are included within the definition of Payment Partners. 
 
1.16 "Payin Services" means the services provided by Payment Labs that enable Users to 
receive payments through the Services. 
 
1.17 "Payout Services" means the services provided by Payment Labs that enable Users to 
send payments to recipients through the Services. 
 
1.18 "Payment Services" means, collectively, the Payin Services and Payout Services. 
 
1.19 "Payment Labs" means Payment Pro Logistics, LLC, a California limited liability company 
doing business as Payment Labs. 
 
1.20 "Personal Data" means any information which relates to a living individual including 
without limitation Users who can be identified from such data, or from such data and other 
information which is in the possession of, or is likely to come into the possession of Payment 
Labs, and includes any expression of opinion about the individual, whether directly or 
indirectly. 
 
1.21 "Receiving Party" means the Party receiving Confidential Information. 
 
1.22 "Services" means the software and technology solutions provided by Payment Labs to 
assist Users through a web-based application to create, send, receive, track, and manage the 
status of payments, including the Payment Services. Services may be provided through 
Payment Labs or through third-party service providers engaged by Payment Labs. 
 
1.23 "Order Form" means the document executed by both Parties that specifies the Services 
to be provided to Company, applicable fees, and other commercial terms specific to 
Company's engagement of Payment Labs. Each Order Form shall incorporate this Agreement 
by reference. 
 
1.24 "Terms of Service" means the terms of service attached as Exhibit A. 

 



 
1.25 "Users" means any individual or entity that uses the Services, including but not limited to: 
(i) Companies that utilize the platform to send payments to recipients ('Payout Customers'); 
(ii) merchants, sellers, or service providers that utilize the platform to receive payments ('Payin 
Customers'); (iii) individuals or entities who make payments through the platform ('Payors'), 
including buyers, customers, or other individuals who make payments to Payin Customers; 
(iv) individuals or entities who receive payments through the platform ('Payees'), including 
recipients of payments from Payout Customers; and (v) any other individuals or entities that 
access or use any part of the platform for payment processing, reporting, or administrative 
purposes. The term 'Users' encompasses all parties engaging with the Payment Labs 
platform regardless of their role in the payment process. 
 
1.26 "Payment Partners" means third-party providers engaged by Payment Labs to facilitate 
the Services, including but not limited to: (i) MT Services Providers for Payout Services, (ii) 
payment processors and merchant acquirers for Payin Services, (iii) banking partners, and (iv) 
other financial services providers. 
 
1.27 "Reversal" means an instruction initiated by a Payment Partner or Payment Labs to 
return funds for an existing payment transaction. Reversals may result from (i) invalidation of 
a charge by a Payment Partner due to non-compliance with payment processing standards, 
insufficient funds, unauthorized transactions, or discrepancies identified through audits or 
dispute resolution processes; (ii) funds settled to Company in error or without authorization, 
including technical errors, duplicate payments, or system malfunctions; and (iii) submission of 
a transaction in violation of any Applicable Law (as defined in Section 11.2(xii)) or this 
Agreement. 
 
1.28 "Restricted Businesses" means businesses or activities that are prohibited from using the 
Services, including but not limited to: gambling; firearms, explosives, or dangerous materials; 
adult content and services; unfair, predatory, or deceptive products or services; and any other 
illegal products or services. Restricted Businesses also include any use of the Services 
involving entities or individuals embargoed or blocked by government sanctions, including 
those listed by the United States Office of Foreign Asset Control (OFAC). 
 
1.29 "Payment Methods" means the various methods available for sending and receiving 
payments through the Services. For Payout Services, these include but are not limited to: 

●​ ACH: A standard U.S. bank-to-bank transfer. 
●​ Outbound Domestic Wire (Fedwire): A faster U.S. bank-to-bank transfer. 
●​ Outbound International Wire (SWIFT w/ FX): A global wire transfer for sending funds to 

banks internationally in the payee's local currency. 
●​ Outbound International Wire (SWIFT w/o FX): A global wire transfer for sending funds 

to banks internationally in the Company's funding currency. 
●​ Local Bank Transfer: Transfers in the payee's local currency to bank accounts in 60+ 

countries—often cheaper than SWIFT. Typically settles within 3 business days. 

 



●​ Real-Time Local Transfers: Near-instant or same day bank transfers in the payee's local 
currency where Real Time Payments (RTP) are available. 

●​ Prepaid Debit/Gift Cards: One-time, non-reloadable gift or debit cards. 
●​ Instant Transfer via Debit Card: Sends funds instantly to the payee's debit card (usually 

available in minutes). 
 

For Payin Services, Payment Methods will be specified in the applicable Order Form. 
 
Payment options may vary based on the funding currency, the currency the User can receive, 
and the country in which the User resides. 
 
1.30 "Tax Services" means the services provided by Payment Labs in connection with tax 
documentation and reporting, as may be specified in the applicable Order Form.  
 
Tax Services may include, but are not limited to: (i) form collection (W-9, W-8, etc.); (ii) tax 
statement generation and delivery; (iii) e-filing with the IRS on Company's behalf; (iv) TIN 
verification; and (v) withholding remittance. The specific Tax Services available to Company, if 
any, will be set forth in the Order Form.  
 
For Payin Services, applicable Tax Services, if any, will be specified in the applicable Order 
Form.  
 
Company is solely responsible for (i) the accuracy of all tax information provided to Payment 
Labs; (ii) the filing of any tax documents and returns not specifically covered by Tax Services 
elected in the Order Form; (iii) the reporting of its payments made to employees and 
contractors to applicable tax authorities as necessary; and (iv) its own taxes, levies, duties, 
charges, contributions, and assessments (collectively, "Taxes") imposed by any federal, state, 
local, or foreign taxing authorities in connection with the execution, delivery, performance, 
receipt, and payment of services, goods, or rights under the Order Form and the Service 
Agreement. Company agrees to comply with all applicable tax laws and regulations in a 
timely and accurate manner. Company agrees to indemnify and hold harmless Payment Labs 
against any and all taxes, including but not limited to, any additional taxes, penalties, interest, 
and related expenses that Payment Labs may be assessed as a result of Company's failure to 
comply with its tax obligations herein. 
 
1.31 "Payment Account" means, with respect to Payin Services, the account established by  
Payment Labs for the Company to receive and hold funds processed through the Payin 
Services. This definition applies specifically to Payin Services. 
 
1.32 "Merchant Account" means a type of bank account that allows businesses to accept and 
process electronic payment card transactions. This definition applies specifically to Payin 
Services. 
 

 



1.33 "Card Association" means a network of issuing banks and acquiring banks that process 
payment cards of a specific brand, including but not limited to Visa, Mastercard, American 
Express, and Discover. This definition applies specifically to Payin Services. 
 
1.34 "Card Association Rules" means the bylaws, rules, and regulations, as they exist from time 
to time, of the Card Associations. This definition applies specifically to Payin Services. 
 
1.35 "Chargeback" means a transaction that is returned to Payment Labs by the issuer of a 
payment card, typically when a Payor successfully disputes an item appearing on their 
payment card statement or account statement. This definition applies specifically to Payin 
Services. 
 
1.36 "Industry Standard" means, with respect to services, technology, or security measures, the 
generally accepted practices, methods, and procedures that a reasonable and prudent 
provider of similar services in the payments processing industry would use under similar 
circumstances, taking into account applicable legal and regulatory requirements, technical 
constraints, operational considerations, and cost-effectiveness. 

2. SERVICES 
Payment Labs shall provide to the Company the Services. The Services shall be provided 
subject to the Terms of Service, attached hereto as Exhibit A (the "Terms of Service"), which 
Terms of Service are incorporated herein by reference. To the extent that any conflict arises 
between this Agreement and the Terms of Service, the terms of this Agreement shall control. 
 
To the extent that Payment Labs provides or makes available Identity Verification Services (as 
defined in Exhibit D) to Company, said Identity Verification Services shall be provided in 
accordance with and shall be subject to the Identity Verification Services Terms attached 
hereto as Exhibit D. 
 
For avoidance of doubt, the Services shall not include direct payments to Users. Payment 
Labs has engaged a reputable and properly licensed third-party payment service provider as 
an Accounts Payable Automation Platform to manage direct payments to Users (the "MT 
Services"). 
 
To the extent Payment Labs provides application programming interface ("API") access to 
Company, such API access shall be subject to the following terms:  
 
a. API Authentication. Company shall use API keys, tokens, or other authentication 
mechanisms provided by Payment Labs to access the API. Company is responsible for 
maintaining the confidentiality and security of all API credentials. 
 
b. API Usage Limits. Company's use of the API shall be subject to rate limits and usage 
restrictions as specified in the Order Form or as otherwise communicated by Payment Labs. 
Payment Labs may impose or modify such limits at any time with notice.  

 



 
c. API Availability. Payment Labs will use commercially reasonable efforts to make the API 
available, but does not guarantee any specific uptime or availability.  
 
d. API Changes. Payment Labs reserves the right to modify, deprecate, or discontinue any API 
functionality with at least thirty (30) days' prior notice to Company.  
 
e. Prohibited API Use. Company shall not: (i) exceed rate limits or attempt to circumvent 
usage restrictions; (ii) use the API in any manner that could damage, disable, or impair 
Payment Labs' systems; (iii) reverse engineer or attempt to extract source code from the API; 
or (iv) resell or redistribute API access to third parties without Payment Labs' written consent. 

3. COMPANY OBLIGATIONS 
Company shall: 
 
3.1 Respond promptly to any reasonable requests from Payment Labs for instructions, 
information, or approvals required by Payment Labs to provide the Services. 
 
3.2 Provide Payment Labs the following information, to the extent needed by Payment Labs 
or any third-party service provider engaged by Payment Labs to provide the Services 
("Payment Labs Service Provider") to verify Company's identity and compliance with the USA 
PATRIOT Act (the Bank Secrecy Act) ("PATRIOT Act") and all rules and regulations 
promulgated under the PATRIOT Act or by any other regulatory (including self-regulatory) 
agency that purports to have jurisdiction over Company or any of Company's affiliates: 
(i) proof of existence and address, (ii) taxpayer identification number, (iii) proof of ownership 
and control, (iv) nature of business and source of funds, (v) e-mail address, and (vi) any other 
information reasonably requested by Payment Labs or any Payment Labs Service Provider. 
 
3.3 Be prohibited from analyzing, modifying, adapting, disassembling, reverse engineering, or 
creating derivative works based on, the Services and any Deliverables, or otherwise exploiting 
any Intellectual Property Rights therein. 
 
3.4 Legal Compliance. Comply with all applicable laws, regulations, and guidelines, including 
anti-money laundering (AML) and know-your-customer (KYC) requirements. Company shall 
not use the Services to facilitate illegal or fraudulent transactions. 
 
3.5 Restricted Businesses. Not use the Services to enable any person, including itself, to 
benefit from any activities identified as Restricted Businesses. If Company or its Users are 
found to be engaged in Restricted Businesses, Company must notify Payment Labs 
immediately, and Payment Labs may terminate this Agreement. 
 
3.6 Compliance Documentation. Provide information about itself, its activities, and its Users as 
reasonably requested by Payment Labs to comply with AML, KYC, and other legal 
requirements. Company must notify Payment Labs of any changes to KYC information within 

 



three (3) business days. Additionally, Company shall refresh all compliance and due diligence 
information at a minimum annually and at any other time as required by Payment Labs and 
its Payment Partners. 
 
3.7 Additional Obligations for Payin Services. When utilizing Payin Services, Company shall: 
 
a. Accurately and truthfully describe products and services offered to customers. 
 
b. Prominently display clear refund, return, shipping, cancellation, and privacy policies on 
Company's website or at point of sale. 
 
c. Properly display Payment Labs' or its partners' logos and payment acceptance marks in 
accordance with provided guidelines. 
 
d. Promptly fulfill all orders or services purchased by customers in accordance with 
Company's policies and applicable law. 
 
e. Not apply any surcharge or minimum purchase amount for payment card transactions 
unless permitted by applicable law and Card Association Rules. 
 
f. Comply with Card Association Rules and all applicable laws, rules, and regulations related to 
payment processing, consumer protection, data privacy, and electronic commerce. 
 
g. Implement and maintain fraud prevention measures and monitoring systems as required 
by Payment Labs or applicable laws. 
 
h. Maintain physical, technical, and administrative safeguards to protect payment data in 
accordance with industry standards and applicable regulations. 
 
i. Not store sensitive payment data except as specifically authorized by Payment Labs and in 
compliance with PCI DSS. 
 
3.8 Marketing Rights. Company hereby grants to Payment Labs a non-exclusive, royalty-free, 
worldwide license during the term of this Agreement to use, reproduce, and display 
Company's name, trademarks, service marks, logos, and other identifying information 
(collectively, "Company Marks") in Payment Labs' marketing, advertising, promotional 
materials, presentations, customer lists, website, social media, case studies, press releases, 
and other similar materials (collectively, "Marketing Materials") for the purpose of identifying 
Company as a customer of Payment Labs and promoting Payment Labs' services. 
 
a. Scope of Use. Payment Labs may use the Company Marks to: 
(i) Identify Company as a customer or client of Payment Labs in customer lists, client rosters, 
or similar materials; (ii) Include Company Marks in presentations, pitch decks, or proposals to 
prospective customers; (iii) Display Company Marks on Payment Labs' website, social media 

 



channels, or other digital properties; (iv) Reference Company's use of the Services in 
marketing materials, case studies, testimonials, or success stories; and (v) Include Company 
Marks in press releases, media announcements, or public communications regarding 
Payment Labs' business and customer relationships. 
 
b. Compliance with Brand Guidelines. Payment Labs agrees to: 
(i) Use the Company Marks in accordance with any written brand guidelines provided by 
Company in the Order Form or subsequently provided in writing; (ii) Use the Company Marks 
in a professional manner consistent with industry standards; (iii) Not alter, modify, or distort 
the Company Marks except as necessary for reproduction in different media or formats; and 
(iv) Cease use of any specific Marketing Materials containing Company Marks upon 
Company's reasonable written request if such materials contain material inaccuracies or 
violate Company's brand guidelines, provided that such request is made within ten (10) 
business days of Company becoming aware of the materials. 
 
c. Opt-Out. Company may opt out of granting the marketing rights set forth in this Section 
3.8 by indicating in the applicable Order Form at the time of execution. If Company opts out 
in the Order Form, the license described in this Section 3.8 shall not take effect. If Company 
does not opt out in the Order Form, Company grants the marketing rights set forth in this 
Section 3.8 and may not subsequently revoke such grant during the term of this Agreement 
or any renewal period, except as provided in subsection (f) below upon termination. 
 
d. Detailed Marketing Materials. If Payment Labs wishes to create detailed case studies, 
testimonials, video content, or other materials that include specific information about 
Company's use of the Services beyond the general marketing rights granted in this Section 
3.8, Payment Labs shall obtain Company's prior written consent for such specific materials. 
Company's consent shall not be unreasonably withheld for factually accurate materials that 
do not disclose Company's Confidential Information. 
 
e. Ownership and Disclaimer. Company retains all right, title, and interest in and to the 
Company Marks. Nothing in this Section 3.8 shall be construed as transferring any ownership 
rights in the Company Marks to Payment Labs. Payment Labs acknowledges that all goodwill 
arising from Payment Labs' use of the Company Marks shall inure to the benefit of Company. 
The grant of marketing rights under this Section 3.8 does not constitute or imply any 
endorsement by Company of Payment Labs' services beyond Company's actual experience, 
any representations or warranties by Company regarding the quality or suitability of Payment 
Labs' services for any particular purpose, or any obligation by Company to actively participate 
in Payment Labs' marketing activities. 
 
f. Effect of Termination. Upon termination or expiration of this Agreement: 
(i) The license granted in this Section 3.8 shall automatically terminate unless Company has 
opted out pursuant to subsection (c); (ii) If Company has not opted out, Payment Labs may 
continue to reference Company as a former customer in historical customer lists and archived 
materials; and (iii) Payment Labs shall not be required to remove Company Marks from 

 



archived materials, third-party websites beyond Payment Labs' control, search engine caches, 
or materials where removal is not commercially practicable. 
 
g. Mutual Announcement. The Parties may mutually agree to issue a joint press release 
regarding their business relationship. Any such announcement shall be subject to prior 
written approval by both Parties, such approval not to be unreasonably withheld or delayed. 

4. FEES AND EXPENSES 
 
4.1 In consideration of the provision of the Services by Payment Labs and the rights granted 
to Company under this Agreement, Company shall pay the fees set forth in the Order Form in 
accordance with the payment terms specified therein. Fees are non-refundable. Fees 
described in the Order Form may be increased upon each automatic renewal thereof in 
accordance with the terms therein. Payment Labs reserves the right to modify subscription 
fees, payment fees, and service fees at any time with thirty (30) days' prior written notice to 
Company. Company's continued use of the Services after such notice period shall constitute 
acceptance of the modified fees. 
 
Fees for different payment types shall be as set forth in the Order Form. In addition, Payment 
Labs may, at its sole discretion, add and set the fees for new payment types (the "New 
Payment Types"). Payment Labs will provide Company with notice of the addition of any New 
Payment Types (e-mail notice or conspicuous notice on the Payment Labs website or app 
being sufficient). Company understands and agrees that New Payment types will 
immediately become available for use by Company's payees, and Company hereby agrees to 
pay all fees for New Payment Types or have them deducted from payee payments in 
accordance with the terms set forth in the Order Form. Company may opt out of allowing its 
payees to use New Payment Types by providing written notice to Payment Labs at 
customersuccess@paymentlabs.io. 
 
Company shall be responsible for all fees, including but not limited to fees that Company 
elects to have deducted from payee payments (if the fee is unable to be deducted), returned 
payment fees, cancellation fees, and others. Company's election to pass fees along to its 
payees or have fees deducted from payee payments does not release Company from its 
obligation to pay all fees. 
 
Payment Labs reserves the right to process Reversals for any transactions as necessary. In the 
event of a Reversal, Company shall be responsible for reimbursing Payment Labs for the full 
amount of the Reversal, plus any associated fees or penalties imposed by Payment Partners. 
Payment Labs may deduct such amounts from Company's FBO Account or Payment 
Account (as applicable), future payments, or invoice Company for immediate payment. 
 
4.2 Except for invoiced payments that the Company has successfully disputed, all late 
payments shall bear interest at the highest rate permissible under California law, calculated 
daily and compounded monthly. In addition to all other remedies available under this 
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Agreement or at law (which Payment Labs does not waive by the exercise of any rights 
hereunder), Payment Labs shall be entitled to suspend the provision of any Services if the 
Company fails to pay any undisputed amounts when due hereunder and such failure 
continues for thirty (30) days following written notice thereof. 
 
4.3 Payment Labs, at its sole discretion, may require Company to establish and maintain a 
reserve account with Payment Labs in an amount determined by Payment Labs. The reserve 
amount shall be specified in the Order Form or determined by Payment Labs at its sole 
discretion based on factors including, but not limited to, Company's transaction history, risk 
profile, and anticipated transaction volume. Such reserve may be established by Payment 
Labs: (i) at the commencement of Services; (ii) if Company has a history of late payments or 
disputes; (iii) if Payment Labs reasonably believes there is an increased risk of non-payment; 
(iv) if Company experiences significant changes in transaction volume or transaction 
amounts; or (v) upon termination of this Agreement to cover final payments and 
adjustments. 
 
The terms of the reserve account are as follows: 
 
a. Reserve funds will be held by Payment Labs without interest payable to Company. 
 
b. Payment Labs may increase the required reserve amount upon written notice to Company. 
 
c. For Payin Services: Reserve will be maintained for a period of one hundred eighty (180) days 
following termination of services to cover potential chargebacks, returns, fees, and other 
obligations. 
 
d. For Payout Services: Reserve will be maintained for a period of ninety (90) days following 
termination of services to cover final payments and adjustments. 
The reserve may be funded by direct payment from Company or by withholding amounts 
from payments otherwise due to Company, at Payment Labs' sole discretion. This provision 
applies to both Payin Services and Payout Services, though the implementation may differ 
based on the specific service type. 
 
4.4 Currency Conversion. All fees are designated in USD. Should the Company pay or fund its 
payment account in a currency other than USD, said foreign currency shall be converted into 
USD at the time of payment at the then-current exchange rate. Currency conversion may be 
subject to additional fees as specified in the Order Form. 
 
4.5 Third-Party Banking Fees. Users may be charged additional fees by their banking 
institutions or other MT Services involved in the processing of payment transactions. We 
recommend Users check with their bank to learn more about third-party fees that may apply 
when receiving payment transactions. 
 

 



4.6 Authorized Payment Method: If Company is paying by Authorized Payment Method, 
Company authorizes Payment Labs to charge the Authorized Payment Method for all fees 
payable during the Billing Period, including but not limited to the Annual Platform Fee and 
transaction-based fees as set forth in the applicable Order Form.. Payment Labs will charge 
the Authorized Payment Method in conjunction with the issuance of invoices. Company 
further authorizes Payment Labs to use a third party to process payments, and consents to 
the disclosure of payment information to such third party. 
 
4.7 Invoicing. Payment Labs will invoice Company no more than fourteen (14) days 
before/after the effective date of the Agreement and each subsequent Billing Period, and 
other times during the Agreement when fees are payable, unless otherwise specified in the 
Order Form. 
 
4.8 Payment Information. Company shall keep its Authorized Payment Method, contact 
information, and billing information up to date for the payment of incurred and recurring 
fees, as applicable. Changes may be made on request via Payment Labs' third-party billing 
platform. Company authorizes Payment Labs to continue to charge the Authorized Payment 
Method for applicable fees during the Agreement and until any and all outstanding Fees 
have been paid in full. All payment obligations are non-cancelable, and all amounts paid are 
non-refundable, except as specifically provided for in this Agreement. All fees are due and 
payable upon receipt of invoice(s) throughout the Billing Period. 
 
4.9 Non-Payment Events. For purposes of this Agreement, the following shall constitute 
non-payment events subject to all late payment remedies set forth in Section 4.2:  
 
a. For Invoice Billing: Any cancelled payment, whether cancelled by Company's bank, 
payment processor, or other financial institution, regardless of the reason for cancellation.  
 
b. For Authorized Payment Method: Any payment dispute, chargeback, or reversal initiated by 
Company or Company's financial institution, card issuer, or payment processor.  
 
All fees, interest charges, and remedies applicable to late payments under Section 4.2 shall 
apply to non-payment events as if the original payment was never made. 

4A. ADDITIONAL TERMS APPLICABLE TO PAYIN SERVICES 
The following terms apply exclusively to Companies utilizing Payin Services: 
 
4A.1 General Payin Compliance. Company acknowledges and agrees to comply with all terms 
set forth in this Section 4A, including but not limited to payment processing terms, 
settlement schedules, chargeback procedures, merchant account requirements, PCI 
compliance, and prohibited activities, and further acknowledges: 
 
a. Payment Labs reserves the right to delay or withhold settlement in cases of suspected 
fraud, compliance concerns, excessive chargebacks, disputed transactions, regulatory 

 



investigations, or as otherwise provided in this Agreement or required by applicable law or 
Card Association Rules;  
 
b. If Company exceeds chargeback thresholds established in the Order Form or as otherwise 
communicated by Payment Labs in writing, Payment Labs may, in its sole discretion: (i) 
increase reserve requirements; (ii) extend settlement periods; (iii) suspend Payin Services; or 
(iv) terminate this Agreement in accordance with Section 8;  
 
c. Company must respond promptly and completely to all chargeback and retrieval requests 
within timeframes required by Card Association Rules. Failure to respond timely may result in 
automatic loss of dispute rights, additional fees, fines, and penalties. Company shall maintain 
all documentation necessary to respond to chargebacks and retrieval requests;  
 
d. All network fees, assessments, fines, and penalties imposed by Card Associations (including 
but not limited to Visa, Mastercard, American Express, and Discover) shall be payable by 
Company as a function of Company's action, inaction, or sponsorship to the Card 
Associations. All such fees shall be payable both during the term of this Agreement and for six 
(6) months following the last transaction processed, to account for delayed assessments and 
chargebacks. Company acknowledges that Payment Labs and Payment Partners may round 
interchange and other fees in accordance with their standard practices. Each transaction is 
evaluated separately by the applicable Card Association to determine qualifying fees. 
 
4A.2 Payment Processing for Payin Services. Payment Labs will process payments directed to 
Company through the Payin Services. Payment Labs will deposit funds into Company's 
Payment Account, subject to the terms of this Agreement, including but not limited to 
applicable fees, chargebacks, and reserves. The specific payment methods available to 
Company's customers will be set forth in the applicable Order Form. 
 
4A.3 Settlement Schedule. Payment Labs will initiate settlement of funds received through 
the Payin Services to Company's designated bank account according to the settlement 
schedule set forth in the applicable Order Form, subject to Payment Labs' rights under 
Section 4A.1(a). 
 
4A.4 Chargebacks and Disputes. 
 
a. Company acknowledges that Chargebacks may occur when a Payor disputes a transaction. 
Company shall be responsible for all Chargebacks, associated fees, fines, and other penalties 
that may arise from such Chargebacks. 
 
b. Payment Labs may establish a reasonable Chargeback threshold for Company's account. If 
Company exceeds this threshold, Payment Labs may suspend or terminate the Payin Services 
or take other actions as specified in this Agreement. 
 

 



c. Company agrees to respond promptly to all Chargeback and retrieval requests in 
accordance with Card Association Rules and applicable law. Failure to respond in a timely 
manner may result in additional fees, fines, or loss of dispute rights. 
 
d. Payment Labs may establish a reserve from settlements due to Company or require 
Company to make additional payments to cover potential Chargebacks and related expenses. 
 
4A.5 Merchant Account Requirements. If applicable to the Payin Services provided, Company 
shall maintain a Merchant Account in good standing. Company shall comply with all terms, 
conditions, and requirements imposed by the acquiring bank, Card Associations, and 
applicable laws and regulations related to such Merchant Account. 
 
4A.6 Payment Card Industry Compliance. Company shall comply with the Payment Card 
Industry Data Security Standard (PCI DSS) and all other applicable security requirements as 
required by Payment Labs, any Card Association, or applicable law. Company shall complete 
all required compliance validations, questionnaires, and certifications as directed by Payment 
Labs or as required by PCI DSS. 
 
4A.7 Prohibited Activities for Payin Services. In addition to the Restricted Businesses defined 
in this Agreement, Company shall not use the Payin Services for: 
 
a. Accepting payments for goods or services that violate Card Association Rules; 
 
b. Credit repair or debt consolidation services; 
 
c. Any form of factoring, such as purchasing or otherwise acquiring card transactions that 
were originally made to a different merchant; 
 
d. Processing transactions for any other entity (i.e., acting as a payment service provider); 
 
e. Transactions where there is no bona fide good or service provided, created specifically for 
the purpose of initiating a payment transfer (i.e., money transfer); 
 
f. Any business or product that would cause Payment Labs to violate any law or Card 
Association Rule or would expose Payment Labs to any regulatory or enforcement risk. 
 
4A.8 Refunds and Returns Policy. Company must maintain and properly communicate to 
customers a fair and commercially reasonable refund, return, or cancellation policy. Any 
material changes to Company's refund policy must be communicated to Payment Labs at 
least thirty (30) days prior to implementation. 
 
4A.9 Transaction Receipts and Records. Company shall maintain complete and accurate 
records of all transactions processed through the Payin Services for at least two (2) years from 

 



the date of the transaction, or longer if required by applicable law or Card Association Rules. 
Company shall provide copies of such records to Payment Labs upon request. 
 
4A.10 Recurring Billing. If Company offers recurring or subscription billing options to its 
customers, Company shall: 
 
a. Obtain explicit consent from customers for such recurring charges; 
 
b. Provide clear disclosures about the recurring nature of the charges, including amount, 
frequency, and duration; 
 
c. Provide a simple mechanism for customers to cancel recurring payments; 
 
d. Notify customers in advance of any changes to the recurring payment amount; 
 
e. Immediately cancel recurring billing upon customer request or upon termination of this 
Agreement. 
 
4A.11 High-Risk Activities. Payment Labs reserves the right to designate Company as a 
high-risk merchant based on factors including, but not limited to, industry type, transaction 
volume, chargeback rates, or other risk indicators. Such designation may result in additional 
fees, enhanced monitoring, extended settlement periods, or increased reserve requirements 
as specified in the applicable Order Form or as later implemented upon notice to Company. 

5. LIMITED WARRANTY 
5.1 Subject to the warranties set out in Section 11.3, the Parties acknowledge and agree that 
the Services are provided "as is" without warranties of any kind, either expressed or implied, 
including, but not limited to, the implied warranties of merchantability and fitness for a 
particular purpose, and warranties of non-infringement. Payment Labs does not represent or 
warrant that content or information provided through the Services are accurate, complete, 
reliable, current, or error-free. Payment Labs does not represent or warrant that the Services 
are free of viruses or other harmful components and, therefore, Company should use industry 
recognized software to detect and remove viruses from any download. No advice or 
information, whether oral or written, obtained by Company from Payment Labs or through 
the Services shall create any warranty not expressly stated herein. 

6. INTELLECTUAL PROPERTY; CONTENT 
6.1 All intellectual property rights, including copyrights, patents, patent disclosures, and 
inventions (whether patentable or not), trademarks, service marks, trade secrets, know-how, 
methods, processes and other confidential information, trade dress, trade names, logos, 
corporate names, and domain names, together with all of the goodwill associated therewith, 
derivative works, and all other rights (collectively, "Intellectual Property Rights") in and to all 
documents, work product, and other materials that are delivered to or accessible by 

 



Company under this Agreement or prepared by or on behalf of Payment Labs in the course of 
performing the Services (collectively, the "Deliverables") shall be owned by Payment Labs. 
 
6.2 If applicable, Payment Labs hereby grants Company a license for the term of this 
Agreement to use the Deliverables free of additional charge and on a non-exclusive, 
worldwide, non-transferable, non-sublicensable, basis, solely to the extent necessary to 
enable Company to make reasonable use of the Services in accordance with the terms of this 
Agreement. All rights not expressly granted herein are reserved by Payment Labs. 

7. CONFIDENTIALITY 
From time to time during the Term of this Agreement, either Party (as the "Disclosing Party") 
may disclose or make available to the other Party (as the "Receiving Party"), non-public, 
proprietary, and confidential information of Disclosing Party, whether or not labeled as 
"confidential" ("Confidential Information"); provided, however, that Confidential Information 
does not include any information that: 
(a) is or becomes generally available to the public other than as a result of Receiving Party's 
breach of this Section 7; (b) is or becomes available to the Receiving Party on a 
non-confidential basis from a third-party source, provided that such third party is not and was 
not prohibited from disclosing such Confidential Information; (c) was in Receiving Party's 
possession prior to Disclosing Party's disclosure hereunder; or (d) was or is independently 
developed by Receiving Party without using any Confidential Information. 
 
The Receiving Party shall: (x) protect and safeguard the confidentiality of the Disclosing 
Party's Confidential Information with at least the same degree of care as the Receiving Party 
would use to protect its own Confidential Information, but in no event with less than an 
Industry Standard degree of care; (y) not use the Disclosing Party's Confidential Information, 
or permit it to be accessed or used, for any purpose other than to exercise its rights or 
perform its obligations under this Agreement; and (z) not disclose any such Confidential 
Information to any person or entity, except to the Receiving Party's Group (as defined below) 
who need to know the Confidential Information to assist the Receiving Party, or act on its 
behalf, to exercise its rights or perform its obligations under this Agreement. 
 
If the Receiving Party is required by applicable law or legal process to disclose any 
Confidential Information, it shall, prior to making such disclosure, use commercially 
reasonable efforts to notify Disclosing Party of such requirements to afford Disclosing Party 
the opportunity to seek, at Disclosing Party's sole cost and expense, a protective order or 
other remedy. "Receiving Party's Group" shall mean the Receiving Party's affiliates and its or 
their employees, officers, directors, shareholders, partners, members, managers, agents, 
independent contractors, subcontractors, attorneys, accountants, and financial advisors. 

8. TERM, TERMINATION 
8.1 This Agreement shall remain in effect so long as any Order Form remains in effect. 
Individual Order Forms may be terminated in accordance with their terms without 

 



terminating this Agreement or other Order Forms. Termination of this Agreement shall cause 
all Order Forms to be terminated. 
 
8.2 Either Party may terminate this Agreement, effective upon written notice to the other 
Party (the "Defaulting Party"), if the Defaulting Party: 
 
a. Materially breaches this Agreement, and such breach is incapable of cure, or with respect 
to a material breach capable of cure, the Defaulting Party does not cure such breach within 
thirty (30) days after receipt of written notice of such breach. 
 
b. Becomes insolvent or admits its inability to pay its debts generally as they become due. 
 
c. Becomes subject, voluntarily or involuntarily, to any proceeding under any domestic or 
foreign bankruptcy or insolvency law, which is not fully stayed within seven (7) days or is not 
dismissed or vacated within forty-five (45) days after filing. 
 
d. Is dissolved or liquidated or takes any corporate action for such purpose. 
 
e. Makes a general assignment for the benefit of creditors. 
 
f. Has a receiver, trustee, custodian, or similar agent appointed by order of any court of 
competent jurisdiction to take charge of or sell any material portion of its property or 
business. 
 
8.3 Notwithstanding anything to the contrary in Section 8.2(a): 
 
a. Payment Labs may terminate this Agreement at any time for convenience upon thirty (30) 
day written notice. 
 
b. Company may terminate an individual Order Form (but not this Agreement) at any time for 
convenience upon thirty (30) day written notice provided there are no outstanding Payout 
Services obligations to Users under such Order Form. 
 
8.4 Waiver of Claims Related to Termination. To the fullest extent allowed by law, Company 
waives all rights or protections under any statute, rule or law for compensation or damages 
from termination of this Agreement. The manner and notice of expiration, nonrenewal or 
other form of termination of this Agreement are reasonable and, upon such termination, 
whether with or without cause, no payment, compensation or indemnity for loss of goodwill 
or accounts, or prospective profits, or any other damages, indemnity or loss shall be due from 
Payment Labs. 
 
8.5 Effect of Termination for Payout Services. Termination of this Agreement shall not relieve 
either Party of any obligations to the other incurred prior to termination. Any termination 
shall result in the immediate cancellation of Company's use of the Services and all amounts 

 



owed by Company to Payment Labs shall become immediately due and payable without set 
off. All license grants are for the Agreement term only and shall automatically expire upon 
termination of this Agreement. 
 
For Payout Services, post-termination payment obligations shall continue, and all fees shall 
continue to accrue and be due and payable if there are existing payouts still being processed 
and transactions have not fully settled for up to ninety (90) calendar days after the last 
payment or activity. 
 
8.6 Effect of Termination on Payin Services. Upon termination of this Agreement while 
Company is utilizing Payin Services: 
 
a. Payment Labs shall process all pending transactions initiated prior to termination, subject 
to the terms of this Agreement. 
 
b. Company shall continue to be responsible for all fees, Chargebacks, refunds, adjustments, 
and other amounts due under this Agreement. 
 
c. Payment Labs may establish or maintain a reserve hold on funds for a period of up to one 
hundred eighty (180) calendar days following termination to cover potential chargebacks, 
returns, fees, and other obligations. This extended reserve period for Payin Services addresses 
the higher risk of delayed chargebacks and disputes typical in payment card transactions. 
Any remaining balance will be released to Company after such period, provided all 
outstanding obligations have been satisfied. 
 
d. Company shall immediately cease displaying Payment Labs' or its partners' logos and 
payment acceptance marks. 
 
e. Company shall retain responsibility for honoring any refunds or returns for transactions 
processed prior to termination in accordance with Company's stated policies. 

9. NON-CIRCUMVENTION AND NON-SOLICITATION 
9.1 Non-Circumvention. During the term of this Agreement and for a period of one (1) year 
following the termination or expiration of this Agreement (the "Restricted Period"), Company 
agrees that it shall not, directly or indirectly: 
 
a. Contact, solicit, engage, or attempt to establish a direct business relationship with any 
Payment Partners, third-party service providers, financial institutions, banks, payment 
processors, or other vendors (collectively, "Payment Labs Partners") that Payment Labs has 
introduced to Company or that Company has become aware of through its use of the 
Services, for the purpose of obtaining services similar to or competitive with the Services 
provided under this Agreement; 
 

 



b. Circumvent, bypass, or avoid Payment Labs in any transaction or business dealing with 
Payment Labs Partners; 
 
c. Disclose to any third party the identity of any Payment Labs Partners or any confidential 
information regarding Payment Labs' relationships with such Payment Labs Partners; or 
 
d. Encourage, induce, or facilitate any other party to engage in any of the activities prohibited 
by this Section 9.1. 
 
9.2 Non-Solicitation of Payment Labs Partners. During the Restricted Period, Company shall 
not, directly or indirectly, on its own behalf or on behalf of any other person or entity: 
 
a. Solicit, encourage, or induce any Payment Labs Partner to terminate, reduce, or materially 
alter its business relationship with Payment Labs; or 
 
b. Interfere with or attempt to interfere with the business relationships between Payment 
Labs and any Payment Labs Partner. 
 
9.3 Acknowledgment. Company acknowledges and agrees that: 
 
a. Payment Labs has invested significant time, effort, and resources in developing and 
maintaining relationships with Payment Labs Partners; 
 
b. The relationships between Payment Labs and Payment Labs Partners constitute valuable 
trade secrets and confidential information of Payment Labs; 
 
c. Company's access to Payment Labs Partners is a direct result of its relationship with 
Payment Labs under this Agreement; 
 
d. The restrictions set forth in this Section 9 are reasonable and necessary to protect Payment 
Labs' legitimate business interests and do not impose an undue hardship on Company; and 
 
e. Violation of this Section 9 would cause Payment Labs irreparable harm for which monetary 
damages would be an insufficient remedy. 
 
9.4 Exceptions. The restrictions in this Section 9 shall not apply to: 
 
a. Relationships that Company had independently established with any party prior to 
entering into this Agreement, provided that Company can demonstrate through written 
documentation that such relationship existed prior to the Effective Date; or 
 
b. Contacts with parties that become publicly known as providers of similar services through 
means other than Company's breach of this Agreement or breach of confidentiality 
obligations. 

 



 
9.5 Remedies. Company acknowledges that any breach of this Section 9 will result in 
irreparable injury to Payment Labs for which money damages would be an inadequate 
remedy. Accordingly, Payment Labs shall be entitled to seek equitable relief, including 
injunction and specific performance, in the event of any breach or threatened breach of this 
Section 9, without the necessity of proving actual damages or posting a bond. Such remedies 
shall be in addition to any other remedies available to Payment Labs at law or in equity, 
including monetary damages. 
 
9.6 Notification Obligation. If Company is approached by or becomes aware that any Payment 
Partners are soliciting or attempting to establish a direct relationship with Company that 
would circumvent Payment Labs, Company shall promptly notify Payment Labs in writing 
within three (3) business days of such contact. 
 
9.7 Survival. The provisions of this Section 9 shall survive the expiration or termination of this 
Agreement for the duration of the Restricted Period. 

10. RENEWAL FRAMEWORK 
10.1 Automatic Renewal. Unless otherwise specified in an applicable Order Form, this 
Agreement and any Order Forms shall automatically renew for successive periods equal to 
the initial term unless either Party provides written notice of non-renewal at least thirty (30) 
days prior to the end of the then-current term. 
 
10.2 Renewal Notice. No later than ninety (90) days prior to the end of the then-current term, 
Payment Labs may provide Company with written notice of proposed changes to fees or 
terms for the subsequent renewal term. 
 
10.3 Renewal Negotiations. Upon receipt of proposed renewal terms, the Parties may engage 
in good-faith negotiations to finalize fees and any other relevant terms for the upcoming 
renewal period. Such negotiations should be completed no later than thirty (30) days prior to 
the expiration of the then-current term. 
 
10.4 Non-Renewal. If either Party provides timely notice of non-renewal, or if the Parties fail to 
reach agreement on renewal terms, this Agreement and any applicable Order Forms shall 
terminate at the conclusion of the then-current term. 
 
10.5 Order Form Provisions. Each Order Form may specify additional renewal terms, including 
maximum fee increases and specific renewal procedures, which shall take precedence over 
the general provisions in this section where applicable. 
 
10.6 Effect of Renewal. Upon renewal, all terms of this Agreement shall remain in full force and 
effect unless explicitly modified in writing signed by both Parties or as permitted through the 
amendments process in Section 17. 

 



11. REPRESENTATIONS AND WARRANTIES 
The following representations and warranties apply to both Parties: 
 
11.1 General Representations. Each Party represents and warrants that: (i) it has the full 
corporate right, power and authority to enter into this Agreement and to perform the acts 
required of it under this Agreement; (ii) the execution of this Agreement and performance of 
its obligations under this Agreement do not and shall not violate any other agreement to 
which it is a party; and (iii) the individual executing this Agreement on behalf of a Party has 
authority to bind such Party to this Agreement and the performance hereof. 
 
11.2 Company Representations and Warranties. Company represents and warrants to Payment 
Labs that: (i) it is performing under this Agreement as a business and not as an individual 
consumer; (ii) all forms and due diligence questionnaires and correspondence provided by 
Company in association with this Agreement, including but not limited to the "Know Your 
Customer" (KYC) Data Gathering document(s), and Order form(s) (collectively referred to as 
"Account Set Up Documentation") on behalf of the Company and/or Users shall be deemed to 
constitute representations by Company herein of the veracity of the information contained 
therein; (iii) that any and all information provided to Payment Labs or its third-party service 
provider(s) in the course of applying for, setting up and using the Services shall be true and 
accurate; (iv) Company is not using the Services on behalf of a third party; (v) Company has 
full and exclusive right, title and interest in the money used in connection with the Services 
("Funds"); (vi) Company has full authority to pay Users, whether to individuals or companies 
on behalf of individual users; (vii) Company will resolve any dispute or complaint directly with 
each User that may arise, except where the User's complaint is solely due to the fault of 
Payment Labs; (viii) Company will not use the Services, directly or indirectly, for any fraudulent 
undertaking or in any manner so as to interfere with the operation of the Services; (ix) 
Company is not in breach of agreements with any financial institution where Company 
demand deposit account(s) are maintained; (x) other than as required by law, Company shall 
not at any time divulge, directly or indirectly, any of the terms of this Agreement to any 
natural person, corporation, firm, joint venture, partnership, limited liability company, trust, 
unincorporated organization, government or any department, political subdivision or agency 
of a government ("Person") other than Company's legal counsel or other professional service 
providers; (xi) no statement, representation, promise, or inducement has been made to 
Company in connection with the terms of this Agreement, the execution hereof or otherwise, 
except as is expressly set forth in this Agreement; (xii) Company's use of the Services shall, 
and will continue at all times to, comply with all laws, ordinances, rules, regulations, orders, 
licenses, permits, judgments, decisions or other requirements of any governmental authority, 
governing body or jurisdiction applicable to Company or the Services (collectively, all 
"Applicable Laws"), whether those Applicable Laws are now in effect or later come into effect; 
(xiii) Company shall not, and shall ensure that its Users do not, use the Services in violation of 
any Applicable Laws, including but not limited to anti-money laundering laws, anti-terrorist 
financing laws, sanctions regimes, consumer protection laws, data privacy laws, or any other 
laws or regulations applicable to financial services or payment processing. 

 



 
11.3 Payment Labs Representations and Warranties. Payment Labs represents and warrants to 
Company that during the term of this Agreement to the extent possible: (i) it shall comply 
with all material laws, rules and regulations (including without limitation export control laws) 
applicable to its activities in connection with this Agreement; (ii) the services provided herein 
shall be provided with reasonable care and skill in accordance with Industry Standards; (iii) it 
shall comply with the data privacy provisions set out in Exhibit B; (iv) the Services shall comply 
with the Applicable Laws; (v) it is capable of performing its obligations under this Agreement; 
(vi) it shall use industry standard firewalls and encryption technologies which are up to date; 
(vii) it shall not hold itself out as an agent of Company; (viii) it is the owner of all Intellectual 
Property Rights in relation to the Services; and (ix) the Services do not infringe third party 
intellectual property rights in any way. 
 
Without limitation, Payment Labs makes no representation that use of the Services will result 
in any improvement in the business of Company or its relationships with Users. 

12. INDEMNIFICATION 
12.1 Company Indemnification. Company agrees and shall indemnify and hold harmless 
Payment Labs, its affiliates, subsidiaries, and their officers, directors, employees and agents 
from and against any and all liability, losses, claims, damages, causes of action, costs or other 
expense (including without limitation reasonable attorneys' fees and cost of defense) arising 
from or relating to: (i) any action or inaction of Company; (ii) Company's breach of this 
Agreement; (iii) any Company and User dispute of any kind; (iv) use of the Services; (v) any 
incorrect or incomplete payment instructions or User information; (vi) any action or inaction 
of Company that prohibits or otherwise affects Payment Labs' ability to provide the Services; 
and (vii) any gross negligence or willful misconduct by Company. 
 
12.2 Payment Labs Indemnification. Payment Labs agrees and shall indemnify, defend and 
hold harmless Company, its affiliates, subsidiaries, and their officers, directors, employees and 
agents from and against any and all liability, losses, claims, damages, causes of action, costs 
or other expense (including without limitation reasonable attorneys' fees and cost of defense) 
arising from or relating to: (i) any breach by Payment Labs of its representations and 
warranties herein; (ii) Payment Labs's breach of this Agreement; (iii) any Payment Labs and 
User dispute of any kind; (iv) provision of the Services; or (v) any gross negligence or willful 
misconduct by Payment Labs. 
 
With respect to such indemnity, Payment Labs shall control the defense and settlement of 
any claim, action, suit or controversy with counsel selected by Payment Labs. This 
indemnification obligation shall survive the expiration of the Term or the termination of this 
Agreement. Payment Labs shall have no indemnification obligation pursuant to this Section  
 
12.2 to the extent that such obligation would not have arisen but for: a) any act or omission of 
Company; b) Company's breach of this Agreement, negligence, or willful misconduct; c) 

 



Company's combination of the Services with any product or service not provided by Payment 
Labs; or d) Payment Labs' following of the Company's express written direction. 
 
12.3 Insurance. Payment Labs shall maintain during the Term and for three (3) years thereafter 
insurance with liability limits that are reasonable and customary for companies operating in 
Payment Labs' industry. 

13. LIMITATION OF LIABILITY; RELEASE OF LIABILITY 
13.1 IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY OR TO ANY THIRD 
PARTY FOR ANY LOSS OF USE, REVENUE, OR PROFIT OR LOSS OF DATA OR DIMINUTION IN 
VALUE, OR FOR ANY CONSEQUENTIAL, INCIDENTAL, INDIRECT, EXEMPLARY, SPECIAL, OR 
PUNITIVE DAMAGES WHETHER ARISING OUT OF BREACH OF CONTRACT, TORT (INCLUDING 
NEGLIGENCE), OR OTHERWISE, REGARDLESS OF WHETHER SUCH DAMAGE WAS 
FORESEEABLE AND WHETHER OR NOT EITHER PARTY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING THE FAILURE OF ANY AGREED 
OR OTHER REMEDY OF ITS ESSENTIAL PURPOSE. 
 
13.2 IN NO EVENT SHALL EITHER PARTY'S AGGREGATE LIABILITY ARISING OUT OF OR 
RELATED TO THIS AGREEMENT, WHETHER ARISING OUT OF OR RELATED TO BREACH OF 
CONTRACT, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, EXCEED ONE (1) TIMES THE 
AGGREGATE AMOUNTS PAID OR PAYABLE TO PAYMENT LABS AS MANAGED SERVICE FEES 
PURSUANT TO THIS AGREEMENT IN THE SIX (6) MONTH PERIOD PRECEDING THE EVENT 
GIVING RISE TO THE CLAIM. 
 
13.3 In consideration of being permitted to access and use the Services, Company hereby 
agrees to release Payment Labs and its affiliates and subsidiaries, and their officers, directors, 
employees and agents from all damages (whether direct, indirect, incidental, consequential 
or otherwise), losses, liabilities, costs and expenses of every kind and nature, known and 
unknown, arising out of or in any way connected with disputes between Company and third 
parties (including Users) in connection with the Services or Company's access and use of the 
Services. In connection with the foregoing release, Company hereby waives California Civil 
Code 1542 and any other applicable law or statute, which says, in substance: "A general 
release does not extend to claims that the creditor or releasing party does not know or 
suspect to exist in his or her favor at the time of executing the release and that, if known by 
him or her, would have materially affected his or her settlement with the debtor or released 
party." 

14. ENTIRE AGREEMENT 
This Agreement, including and together with any Order Forms, related statements of work, 
exhibits, schedules, attachments, and appendices, constitutes the sole and entire agreement 
of the Parties with respect to the subject matter contained herein, and supersedes all prior 
and contemporaneous understandings, agreements, representations, and warranties, both 

 



written and oral, regarding such subject matter. Payment Labs' Privacy Policy is contained in 
Exhibit C and is incorporated by reference herein. 

15. NOTICES 
All notices, requests, consents, claims, demands, waivers, and other communications under 
this Agreement (each, a "Notice", and with the correlative meaning "Notify") must be in 
writing and addressed to Payment Labs at its address set forth below and to Company at its 
address set forth in the Order Form (or to such other address that the receiving Party may 
designate from time to time in accordance with this Section). Unless otherwise agreed 
herein, all Notices must be delivered by personal delivery, nationally recognized overnight 
courier, certified or registered mail (in each case, return receipt requested, postage prepaid), 
or via e-mail to the e-mail address provided below. Except as otherwise provided in this 
Agreement, a Notice is effective only (a) on receipt by the receiving Party or upon receiving 
Party's refusal of delivery thereof (or, if via e-mail, upon being sent to the e-mail address 
provided below); and (b) if the Party giving the Notice has complied with the requirements of 
this Section 15. 
 
Notice to Payment Labs: Payment Labs 14403 Tiara Street, Unit 8 Van Nuys CA 91401 
legal@paymentlabs.io Attention: Legal 

16. SEVERABILITY 
If any term or provision of this Agreement is found by a court of competent jurisdiction to be 
invalid, illegal, or unenforceable in any jurisdiction, such invalidity, illegality, or unenforceability 
shall not affect any other term or provision of this Agreement or invalidate or render 
unenforceable such term or provision in any other jurisdiction. 

17. AMENDMENTS 
Payment Labs reserves the right to amend, modify, add, or remove portions of this 
Agreement (excluding any Order Forms) at any time and at its sole discretion. Any changes 
will be effective immediately upon posting the revised version on 
https://www.paymentlabs.io/legal/service-agreement. It is Company's responsibility to review 
this Agreement periodically for updates or changes. Company's continued use of the Services 
following the posting of any changes constitutes Company's acceptance of those changes. If 
Company does not agree to the amended Agreement, Company must stop using the 
Services immediately. Payment Labs will provide additional notice of any amendment, such 
as via email or through a notification on our website or service platform. The date of the last 
revision of this Agreement will be indicated at the top of this page. 

18. WAIVER 
No waiver by any Party of any of the provisions of this Agreement shall be effective unless 
explicitly set forth in writing and signed by the Party so waiving. Except as otherwise set forth 
in this Agreement, no failure to exercise, or delay in exercising, any right, remedy, power, or 
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privilege arising from this Agreement shall operate or be construed as a waiver thereof, nor 
shall any single or partial exercise of any right, remedy, power, or privilege hereunder 
preclude any other or further exercise thereof or the exercise of any other right, remedy, 
power, or privilege. 

19. ASSIGNMENT 
Company shall not assign, transfer, delegate, or subcontract any of its rights, licenses granted 
hereunder or delegate any of its obligations under this Agreement, including by virtue of any 
merger or corporate reorganization which may be deemed an assignment, without the prior 
written consent of Payment Labs. Any purported assignment or delegation in violation of this 
Section 19 shall be null and void. No assignment or delegation shall relieve the Company of 
any of its obligations under this Agreement. Payment Labs may assign any of its rights or 
delegate any of its obligations to any affiliate or to any person acquiring all or substantially all 
of Payment Labs' assets, without Company's consent. 

20. SUCCESSORS AND ASSIGNS 
This Agreement is binding on and inures to the benefit of the Parties to this Agreement and 
their respective permitted successors and permitted assigns. 

21. RELATIONSHIP OF THE PARTIES 
The relationship between the parties is that of independent contractors. Nothing contained 
in this Agreement shall be construed as creating any agency, partnership, joint venture, or 
other form of joint enterprise, employment, or fiduciary relationship between the parties, and 
neither Party shall have authority to contract for or bind the other party in any manner 
whatsoever. 

22. NO THIRD-PARTY BENEFICIARIES 
This Agreement benefits solely the Parties to this Agreement and their respective permitted 
successors and assigns and nothing in this Agreement, express or implied, confers on any 
other party any legal or equitable right, benefit, or remedy of any nature whatsoever under or 
by reason of this Agreement. 

23. CHOICE OF LAW 
This Agreement and all related documents including the Order Form, all exhibits attached 
hereto, and all matters arising out of or relating to this Agreement, whether sounding in 
contract, tort, or statute are governed by, and construed in accordance with, the laws of the 
State of California, United States of America, without giving effect to the conflict of laws 
provisions thereof to the extent such principles or rules would require or permit the 
application of the laws of any jurisdiction other than those of the State of California. The 
Parties agree that the Uniform Computer Information Transactions Act as enacted in any 
State of the United States shall not apply to this Agreement or any performance hereunder 
and the parties expressly opt-out of the applicability of UCITA to this Agreement. 

 



24. COUNTERPARTS 
This Agreement may be executed in counterparts, each of which is deemed an original, but 
all of which together are deemed to be one and the same agreement. A signed copy of this 
Agreement delivered by email or other means of electronic transmission is deemed to have 
the same legal effect as delivery of an original signed copy of this Agreement. 

25. ENGLISH LANGUAGE 
Communications and documents from Payment Labs, on the Payment Labs' website (the 
"Site"), or through the Services may be in a language other than English. With respect to this 
Agreement, the Terms of Service (Exhibit A), Privacy Policy (Exhibit C), and any other 
agreement between you and Payment Labs, or other policy implemented by Payment Labs, 
the English language version of each of these documents is the version that governs your use 
of the Services and controls in the event of any conflict. 

26. FORCE MAJEURE 
Payment Labs shall not be liable or responsible to Company, nor be deemed to have 
defaulted or breached this Agreement, for any failure or delay in fulfilling or performing any 
term of this Agreement when and to the extent such failure or delay is caused by or results 
from acts or circumstances beyond the reasonable control of Payment Labs including, 
without limitation, acts of God, flood, fire, earthquake, explosion, governmental actions, war, 
invasion or hostilities (whether war is declared or not), terrorist threats or acts, riot, or other 
civil unrest, national emergency, revolution, insurrection, epidemic, lock-outs, strikes or other 
labor disputes (whether or not relating to either Party's workforce), or restraints or delays 
affecting carriers or inability or delay in obtaining supplies of adequate or suitable materials, 
or telecommunication, technology, system failures, breakdowns or power outages at 
third-party payment service provider(s) or other third-party service provider(s) that provide 
the MT Services or other services. 

27. ARBITRATION 
27.1 Pre-Arbitration Dispute Resolution. Prior to initiating an arbitration, the Parties each 
agree to notify the other party of the dispute and attempt to negotiate an informal resolution 
to it first. If after a good faith effort to negotiate, either of the Parties feels the dispute has not 
and cannot be resolved informally, the Party intending to pursue arbitration agrees to notify 
the other party via email prior to initiating the arbitration. 
 
27.2 Agreement to Arbitrate. The Parties agree that any dispute, claim, or controversy, 
whether based in contract, tort, statute, fraud, misrepresentation or any other legal theory, 
arising out of or relating to this Agreement or the breach, termination, enforcement, 
interpretation or validity thereof, or to the use of the Services (collectively, "Disputes") will be 
settled through binding arbitration and not in a court of law. The Parties each hereby agree to 
resolve any and all Disputes through binding arbitration or in small claims court (to the extent 
the claim qualifies) instead of in courts of general jurisdiction and only on an individual basis 

 



and not as part of any purported class, consolidated or representative proceeding. Only the 
arbitrator appointed pursuant to this Section, and not any federal, state or local court or 
agency, shall have the authority to resolve any dispute or claim relating to this Section, 
including, without limitation, the scope, enforceability and arbitrability of this Agreement. This 
arbitration provision shall survive termination of this Agreement. This Agreement evidences a 
transaction in interstate commerce and the interpretation and enforcement of this Section is 
governed by the Federal Arbitration Act, notwithstanding the choice of law set forth in this 
Agreement. 
 
27.3 Scope of Arbitration. This agreement to arbitrate is intended to be broadly interpreted. It 
includes, but is not limited to: (i) all claims arising out of or relating to any aspect of the 
relationship between the Parties, whether based in contract, tort, statute, fraud, 
misrepresentation or any other legal theory; (ii) all claims that arose before this or any prior 
agreement (including, but not limited to, claims relating to advertising); and (iii) all claims 
that may arise after termination of this Agreement and/or Company's use of the Services. 
 
27.4 Exceptions. Notwithstanding this agreement to arbitrate, either Party may (i) bring an 
action on an individual basis in small claims court (to the extent the applicable claim 
qualifies), (ii) bring issues to the attention of federal, state or local agencies, including, for 
example, the Federal Trade Commission and the California Division of Consumer Services, 
which agencies may be able to seek relief on a Party's behalf (the Complaint Assistance Unit 
of the Division of Consumer Services may be contacted in writing at 1625 North Market Blvd., 
Suite N 112, Sacramento, California 95834, or by telephone at (800) 952-5210), and (iii) bring suit 
in court to seek a preliminary injunction or other interim relief pending the outcome of 
arbitration. 
 
27.5 No Class Actions. EACH PARTY HEREBY AGREES THAT EACH MAY BRING CLAIMS 
AGAINST THE OTHER ONLY IN ITS INDIVIDUAL CAPACITY, AND NOT AS A PLAINTIFF OR 
CLASS MEMBER IN ANY PURPORTED CLASS, CONSOLIDATED OR REPRESENTATIVE 
PROCEEDING. THE ARBITRATOR MAY NOT CONSOLIDATE MORE THAN ONE PERSON'S 
CLAIMS, MAY NOT PRESIDE OVER ANY FORM OF CLASS, CONSOLIDATED OR 
REPRESENTATIVE PROCEEDING AND MAY ONLY PROVIDE RELIEF IN FAVOR OF THE 
INDIVIDUAL PARTY SEEKING RELIEF AND ONLY TO THE EXTENT NECESSARY TO PROVIDE 
RELIEF WARRANTED BY THAT PARTY'S INDIVIDUAL CLAIM. 
 
27.6 Notice of Dispute. A Party who intends to seek arbitration must first send to the other a 
written Notice of Dispute ("Notice"). The Notice shall be addressed to the address set forth in 
Section 15, or as otherwise provided by the other Party and must be sent by certified mail. The 
Notice must (i) describe the nature and basis of the claim or dispute; and (ii) set forth the 
specific relief sought. 
 
If the Parties do not reach an agreement to resolve the claim within sixty (60) calendar days 
after the Notice is received, either Party may commence an arbitration proceeding. 
 

 



27.7 Arbitration Proceedings. The arbitration will be governed by the Commercial Arbitration 
Rules, or, if the actions giving rise to the dispute or claim relate to Company's personal or 
household use of the Services (rather than business use), the Consumer Arbitration Rules (in 
each case, the "AAA Rules") of the American Arbitration Association ("AAA"), as modified by 
this Section, and will be administered by the AAA and settled by a single arbitrator. The AAA 
Rules are available online at adr.org or by calling the AAA at 1-800-778-7879. The arbitrator is 
bound by the terms of this Agreement. All issues are for the arbitrator to decide, including, 
but not limited to, issues relating to the scope, enforceability, and arbitrability of this Section. 
Unless the Parties agree otherwise, any arbitration hearings will take place in a reasonably 
convenient location in the United States for both parties with due consideration of their 
ability to travel and other pertinent circumstances. If the parties are unable to agree on a 
location, AAA shall determine the location. If Company's claim is for ten thousand dollars 
($10,000) or less, Payment Labs agrees that Company may choose whether the arbitration will 
be conducted solely on the basis of documents submitted to the arbitrator, through a 
telephonic hearing, or by an in-person hearing as established by the AAA Rules. If Company's 
claim exceeds ten thousand dollars ($10,000), the right to a hearing will be determined by the 
AAA Rules. Regardless of the manner in which the arbitration is conducted, the arbitrator 
shall issue a reasoned written decision sufficient to explain the essential findings and 
conclusions on which the award is based. All decisions by the arbitrator shall be final and 
binding and judgment on the award rendered may be entered in any court having 
jurisdiction. 
 
27.8 Costs of Arbitration; Legal Fees. 
 
a. Payment of all filing, administration, and arbitrator costs and expenses imposed by AAA will 
be governed by the AAA rules, provided that if Company is initiating an arbitration against 
Payment Labs and the value of the relief sought is ten thousand dollars ($10,000) or less, then 
Payment Labs will advance all filing, administrative and arbitration costs and expenses 
imposed by AAA (subject to reimbursement as set forth below). If the circumstances in the 
preceding sentence apply, but the value of relief sought is more than ten thousand dollars 
($10,000) and Company demonstrates to the arbitrator that such costs and expenses would 
be prohibitively more expensive than a court proceeding, then Payment Labs will pay the 
amount of any such costs and expenses that the arbitrator determines are necessary to 
prevent the arbitration from being prohibitively more expensive than a court proceeding 
(subject to reimbursement as set forth below). In the event that the arbitrator determines 
that all of the claims Company asserts in arbitration are frivolous according to Federal Rule of 
Civil Procedure 11, Company agrees to reimburse Payment Labs for all such cost and expenses 
that Payment Labs paid and that Company would have been obligated to pay under the AAA 
rules. 
 
b. Just as in any court proceeding, each Party will initially bear its own attorneys' fees and 
expenses in connection with any arbitration. Should either Party be determined to have 
substantially prevailed in the arbitration, then upon such Party's request, the arbitrator shall 
award such prevailing Party the reasonable attorneys' fees and expenses that it incurred in 

 



connection with the arbitration, provided that to the extent that the dispute or claim relate to 
Company's personal or household use of the Services (rather than business use) Payment 
Labs will not seek to recover its attorneys' fees and expenses in an arbitration initiated by 
Company. The arbitrator may make rulings and resolve disputes as to the reimbursement of 
attorneys' fees and expenses upon request from either party made within fourteen (14) days 
of the arbitrator's ruling on the merits. 

28. CHOICE OF FORUM 
In the event that the Agreement to Arbitrate above is found not to apply to Company or to a 
particular claim or dispute, then any dispute or claim not subject to arbitration shall be 
resolved exclusively by a federal court located in Los Angeles County, California, and to the 
extent there is no subject matter jurisdiction in such federal court, then a state court in Los 
Angeles County, California. Both Parties agree to submit to the personal jurisdiction and 
venue of such courts and agree that such a forum is convenient. 

29. TIME TO BRING CLAIMS 
Any cause of action arising out of or related to the Site or Services must commence within 
one year after the cause of action accrues. Otherwise, such cause of action is permanently 
barred. 

30. HEADINGS 
The heading references herein are for convenience purposes only, do not constitute a part of 
this Agreement, and will not be deemed to limit or affect any of the provisions of it. 

31. SURVIVABILITY 
Those terms of this Agreement relating to ownership of Services, Deliverables, and 
Intellectual Property; licensing; limitations of liability; release of liability; indemnification; the 
payment of fees; confidentiality; effects of termination; arbitration; dispute resolution; 
warranty disclaimers; and express warranties, as well as those representations, warranties, 
terms and covenants in this Agreement which by their nature or context should survive any 
termination, shall survive any termination of this Agreement. 

32. CHANGE OF BUSINESS 
Company shall promptly notify Payment Labs in writing within three (3) business days of any 
material changes to its business operations, including but not limited to: (i) changes to 
Company's legal or regulatory status; (ii) changes in ownership or control structure of 
Company's business; (iii) changes to the Company's business model or use case; (iv) 
significant changes to the Company's payment needs; (v) significant changes to the 
transaction amounts and/or transaction volume processed through the Services; and (vi) 
changes to the countries or jurisdictions in which Company operates or sends payments. 
Upon receiving notice of such material changes, Payment Labs reserves the right to review 
and, if necessary, adjust the terms of this Agreement, require additional information or 

 



documentation from Company, or suspend or terminate the Services if the changes adversely 
affect Payment Labs' ability to provide the Services in compliance with applicable laws or 
agreements with its Payment Partners. 
 

 

 



EXHIBIT A 

PAYMENT LABS TERMS OF SERVICE 
 
Payment Labs Terms of Service is provided at 
https://www.paymentlabs.io/legal/terms-of-service and is subject to change by Payment Labs 
at its sole discretion. The version of the Terms of Service that shall apply to Company at any 
given time shall be the then-current version published at the URL above at the time of 
Company's use of the Services. Company's continued use of the Services constitutes 
acceptance of the then-current Terms of Service. Company is responsible for regularly 
reviewing the Terms of Service for any changes. 
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EXHIBIT B 

DATA PROTECTION 
 
“Data Protection Laws” shall have the meaning set forth in Section 1.9 of the Service 
Agreement, namely: (i) the General Data Protection Regulation ((EU) 2016/679) (GDPR) and (ii) 
any other laws, regulations and secondary legislation relating to data protection, the use of 
information relating to individuals, the information rights of individuals and/or the processing 
of personal data.. 
 
“Personal Data” shall mean any information which relates to a living individual including 
without limitation Users who can be identified from such data, or from such data and other 
information which is in the possession of, or is likely to come into the possession of Payment 
Labs, and includes any expression of opinion about the individual, whether directly or 
indirectly. 
 
Both Parties warrant that they will observe all of their obligations under the applicable Data 
Protection Laws, regulations and codes of practice which arise in connection with this 
Agreement. 
 
Both Parties shall: 
 
(i) ensure that they have in place appropriate technical and organizational measures to 
protect the Personal Data; (ii) ensure that the persons engaged in the processing of Personal 
Data are bound by appropriate confidentiality obligations; (iii) comply promptly with any 
lawful request from the other Party requesting access to, copies of, or the amendment, 
transfer or deletion of the Personal Data to the extent the same is necessary to allow either 
Party to fulfill its own obligations under the Data Protection Laws; (iv) notify the other Party 
within forty-eight (48) hours if it receives any complaint, notice or communication (whether 
from a data subject, competent supervisory authority or otherwise) relating to the processing 
of Personal Data or to either Party’s compliance with Data Protection Laws under this 
Agreement, and provide the other Party with reasonable cooperation, information and 
assistance in relation to any such complaint, notice or communication; (v) notify the other 
Party immediately if it becomes aware of a breach of this Exhibit B, in which case the Party in 
breach shall take any and all steps to remedy such breach; (vi) it will not disclose or transfer 
the personal data to a third party data controller located outside the European Economic 
Area (“EEA”) unless it notifies the data exporter about the transfer (and provided that such 
transfer is permitted by the Agreement) and: (a) it has provided appropriate safeguards in 
relation to the transfer; (b) data subjects continue to have enforceable rights and effective 
legal remedies following the transfer; (c) it provides an adequate level of protection to any 
Personal Data that it transferred; and (d) it complies with reasonable instructions notified to it 
in advance by the other Party with respect to the transfer; and (e) provide reasonable 

 



assistance in assisting each Party’s obligations under the Data Protection Laws including but 
not limited to the completion of data protection impact assessments. 
 
Each Party (each and “Indemnifying Party”) will indemnify, defend and hold harmless the 
other Party from any and all losses, liabilities, fines, damages, costs and expenses including 
legal fees on a solicitor/client basis and disbursements and costs of investigation, litigation, 
settlement, judgment, interest and penalties arising from or in connection with any breach 
by the Indemnifying Party of its obligations set out in Exhibit B. 

USE OF PAYMENT PARTNERS BY PAYMENT LABS 
Company acknowledges and agrees that Payment Labs may use Payment Partners in 
connection with the MT Services and Payment Services, provided that Payment Labs has 
entered into written agreements with each sub-processor containing data protection 
obligations not less protective than those in this Agreement. 

 

 



EXHIBIT C 

PRIVACY POLICY 
 
Payment Labs Privacy Policy is provided at https://www.paymentlabs.io/legal/privacy-policy 
and is subject to change by Payment Labs at its sole discretion. The version of the Privacy 
Policy that shall apply to Company at any given time shall be the then-current version 
published at the URL above at the time of Company's use of the Services. Company's 
continued use of the Services constitutes acceptance of the then-current Privacy Policy. 
Company is responsible for regularly reviewing the Privacy Policy for any changes. 
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EXHIBIT D 

IDENTITY VERIFICATION SERVICE TERMS 
 
Company's use of the Identity Verification Service (as defined in Section 1.13 of the Service 
Agreement) shall be governed by both the terms of the Service Agreement and these 
Identity Verification Services Terms (the "IDV Terms"). Should any conflict arise between the 
Service Agreement and these IDV Terms, these IDV Terms shall control, but solely with 
respect to Company's use of the Identity Verification Service. 
 
1. DEFINITIONS 
Capitalized terms within these IDV Terms shall have the meanings set forth in the Service 
Agreement, particularly Sections 1.4 (Biometric Data), 1.5 (Biometric Information), 1.6 
(Biometric User), and 1.13 (Identity Verification Service or IDV). 
 
2. BIOMETRICS 
 
2.1 ​ IDV Use is Optional. Use of the IDV is optional. In certain jurisdictions, there are laws 
and regulations that govern the collection, use, and retention of biometric information, which 
potentially may apply to Company’s use of the IDV. To the extent Company elects to use the 
IDV, Company agrees to comply with all such laws and regulations. In the event Company is 
unwilling to comply with laws and regulations relating to the use of Biometric Data, Company 
shall not use the IDV. 
 
2.2 ​ Requirements for use of IDV. Before Company or any Biometric User is permitted to 
use the IDV in a jurisdiction where laws and regulations potentially govern such use, 
Company will comply with the following requirements, in addition to any other requirements 
imposed by potentially applicable law (to the extent there is a conflict between the 
requirements below and the requirements of potentially applicable law, Company will 
comply with potentially applicable law): 
 
2.3 ​ Biometric User Notice and Consent. Company will provide notice and procure and 
retain appropriate consents or releases from Biometric Users in the manner and to extent the 
same are required by applicable law, including: 
 

●​ notifying Biometric Users in writing that Company, its vendors, and/or the licensor of 
the IDV are collecting, capturing, or otherwise obtaining Biometric Users’ Biometric 
Data, and that Company is providing such Biometric Data to its vendors and the 
licensor of the IDV; such notice will specify the purpose and length of time for which 
Biometric User’s Biometric Data is being collected, stored, and used; 
 

●​ obtaining a written release or consent from Biometric Users (or their legally 
authorized representative) authorizing Company, its vendors, and licensor of the IDV 

 



to collect, store, and use the individual’s Biometric Data for the specific purpose 
disclosed by Company, and authorizing Company to provide such Biometric Data to 
its vendors and the licensor of the IDV; and if requested by Payment Labs, providing to 
Payment Labs copies of the required consents or releases collected and retained by 
Company, and/or certifying to Payment Labs that such consents or releases have been 
obtained. 
 

2.4​ Retention and Purging of Biometric Data. Company will work with Payment Labs to 
ensure that Biometric Data is retained and purged in accordance with applicable law. To the 
extent necessary for the purging or deletion of such Biometric Data, Company agrees to 
provide timely notification to Payment Labs of the satisfaction of the purpose for which 
Biometric Data was collected with respect to any given Biometric User. Payment Labs is not 
responsible for the Company’s failure to provide timely notification of the satisfaction of the 
purpose for which Biometric Data was collected with respect to any given Biometric User. 
Third Party Beneficiary. Notwithstanding anything to the contrary in the Service Agreement 
or these IDV Terms, Company agrees that Payment Labs and licensor of the IDV (and their 
respective successors and assigns) are third party beneficiaries of this Agreement solely as it 
relates to the IDV. 
 
Additional Termination Provisions for the IDV. If Payment Labs determines that Company has 
failed to comply with any potentially applicable laws and regulations applicable to the IDV, 
Payment Labs may, in its sole discretion and upon notice to Company, immediately suspend 
or terminate provision of the IDV to Company. In addition, Payment Labs may cease the 
provision of the IDV at any time at its sole discretion, with or without notice. 
 
3. IDV SERVICE AND FEE 
 
3.1 ​ IDV Service. Payment Labs shall provide the IDV to Company subject to the terms of 
the Service Agreement and these IDV Terms. 
 
3.2 ​ Per Verification Fee. As consideration for Company’s use of the IDV, Company shall pay 
to Payment Labs a fee per identity verification initiated as listed in Order Forms. Said fee shall 
be paid in accordance with the payment terms described in the Service Agreement. IDV fees 
are due in addition to fees agreed to in the Service Agreement. 
 
4. INDEMNITY 
 
4.1 ​ Indemnity. Without in any way limiting Company’s indemnification obligations in the 
Service Agreement, Company shall defend, indemnify, and hold Payment Labs and its 
successors, assigns, and licensors harmless from any and all claims, actions, and proceedings, 
and the resulting losses, damages, costs and expenses (including reasonable attorneys’ fees) 
arising from any claim, action or proceeding based upon or in any way related to Company's 
breach or alleged breach of any representation, warranty or covenant in these IDV Terms; or 
any claim, action, or proceeding initiated by any Biometric User. 

 



5. WARRANTIES AND DISCLAIMERS 
 
5.1 ​ Disclaimer. THE IDV IS PROVIDED “AS-IS”. PAYMENT LABS MAKES NO 
REPRESENTATIONS OR WARRANTIES OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, IN 
CONNECTION WITH THESE IDV TERMS OR THE IDV. WITHOUT LIMITING THE FOREGOING, 
PAYMENT LABS DISCLAIMS ANY WARRANTY THAT THE IDV WILL BE ERROR FREE OR 
UNINTERRUPTED OR THAT ALL ERRORS WILL BE CORRECTED. PAYMENT LABS FURTHER 
DISCLAIMS ANY AND ALL WARRANTIES WITH RESPECT TO THE IDV AS TO 
NON-INFRINGEMENT, MERCHANTABILITY, ACCURACY OF ANY INFORMATION PROVIDED, 
OR FITNESS FOR A PARTICULAR PURPOSE. PAYMENT LABS FURTHER DISCLAIMS ANY AND 
ALL WARRANTIES ARISING FROM COURSE OF DEALING OR USAGE OF TRADE. NO ADVICE 
OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED FROM PAYMENT LABS OR 
ELSEWHERE SHALL CREATE ANY WARRANTY NOT EXPRESSLY STATED IN THIS AGREEMENT. 
SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES IN 
CERTAIN CIRCUMSTANCES. ACCORDINGLY, SOME OF THE LIMITATIONS SET FORTH ABOVE 
MAY NOT APPLY. 
 
6. LIMITATION OF LIABILITY 
 
6.1 ​ Liability Limits. IN NO EVENT SHALL PAYMENT LABS BE LIABLE TO COMPANY FOR 
ANY INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES, INCLUDING LOSS 
OF INCOME, DATA, PROFITS, REVENUE OR BUSINESS INTERRUPTION, OR COST OF 
SUBSTITUTE SERVICES, OR OTHER ECONOMIC LOSS, WHETHER OR NOT PAYMENT LABS 
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND WHETHER ANY CLAIM 
FOR RECOVERY IS BASED ON THEORIES OF CONTRACT, WARRANTY, TORT (INCLUDING 
NEGLIGENCE AND STRICT LIABILITY) OR OTHERWISE. NOTWITHSTANDING ANY OTHER 
PROVISIONS OF THESE IDV TERMS, IN NO EVENT SHALL PAYMENT LABS’ AGGREGATE 
LIABILITY TO COMPANY IN CONNECTION WITH THESE IDV TERMS OR COMPANY’S ACCESS 
TO AND USE OF THE IDV EXCEED THE SUM OF ALL FEES PAID TO PAYMENT LABS BY 
COMPANY FOR THE USE OF THE IDV IN THE SIX (6) MONTH PERIOD PRECEDING THE CLAIM 
OR ACTION GIVING RISE TO THE LIABILITY. LIMITATIONS OF LIABILITY CONTAINED IN THESE 
IDV TERMS ARE IN ADDITION TO, AND NOT IN LIEU OF, ANY LIMITS OUTLINED IN THE 
SERVICE AGREEMENT. 
 
6.2 ​ Acknowledgment. The Parties acknowledge that the limitations and exclusions 
contained in this Section 6 and elsewhere in these IDV Terms have been the subject of 
negotiation between the Parties and represent the Parties’ agreement based upon the 
perceived level of risk associated with their respective obligations under these IDV Terms, and 
the payments made hereunder. Without limiting the generality of the foregoing, the Parties 
acknowledge and agree that a.) the provisions hereof that limit liability, disclaim warranties or 
exclude consequential damages or other damages or remedies shall be severable and 
independent of any other provisions and shall be enforced as such, regardless of any breach 
hereunder, and b.) all limitations of liability, disclaimers of warranties, and exclusions of 
consequential damages or other damages or remedies shall remain fully valid, effective and 

 



enforceable in accordance with their respective terms, even under circumstances that cause 
an exclusive remedy to fail of its essential purpose. 
 
7. ADDITIONAL TERMS 
 
7.1 ​ Third-Party Terms. Company acknowledges and agrees that, in addition to the Service 
Agreement, these IDV Terms, and any other terms agreed to by the Parties, Company’s and 
Biometric Users’ use of the IDV is subject to terms and conditions of the third-party licensor 
of the IDV. Company agrees to such terms and agrees to require Biometric Users’ agreement 
to such terms. 
 
7.2 ​ Ownership. The IDV, its materials, any product and/or service made available to 
Company or its end users by Payment Labs, and all intellectual property rights therein, are 
owned by Payment Labs and/or its licensors. All rights not expressly granted by Payment Labs 
herein are reserved thereby, and no rights are granted by implication, estoppel, or otherwise. 
 
7.3 ​ Biometric Data Privacy Policy. Payment Labs use of Biometric Data of Biometric Users 
shall comply with its Biometric Data Privacy Policy, which may be found at 
https://www.paymentlabs.io/legal/biometric-data-privacy-policy. The Biometric Data Privacy 
Policy may be updated from time to time. A current version may be found at the 
aforementioned URL. The version of the Biometric Data Privacy Policy that shall apply to 
Company at any given time shall be the then-current version published at the URL above at 
the time of Company's use of the IDV. Company's continued use of the IDV constitutes 
acceptance of the then-current Biometric Data Privacy Policy.. 
 
7.4 ​ Entire Agreement. These IDV Terms, together with the Service Agreement, constitute 
the complete and exclusive agreement between the Parties concerning the subject matter of 
IDV services and supersede all prior or contemporaneous agreements or understandings, 
written or oral, concerning the subject matter herein. Payment Labs reserves the right to 
amend or modify these IDV Terms at any time and at its sole discretion. Payment Labs will 
notify you of any such amendments by email, notices or links to notices on the Services, or 
other conspicuous manner.. 
Your continued use of the IDV following the effective date of any amendment or modification 
constitutes your acceptance and agreement to be bound by the revised terms. If you do not 
agree to the amended terms, your sole and exclusive remedy is to cease all use of the IDV. 
 
7.5 ​ Term; Survival. These IDV Terms shall be effective as of the Effective Date of the Service 
Agreement and shall continue in effect until the later of: a.) the expiration or termination of 
the Service Agreement; and b.) Company's and its Biometric Users' ceasing use of the IDV. 
The provisions related to Biometric Data protection (Section 2), indemnification (Section 4), 
warranties and disclaimers (Section 5), limitation of liability (Section 6), and the general 
provisions of this Section 7 shall survive the termination or expiration of these IDV Terms. 
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7.6 ​ Counterparts. These IDV Terms may be executed in counterparts, each of shall 
constitute an original, and all of which shall constitute one and the same instrument. 
 
7.7 ​ Headings. The headings in these IDV Terms are for the convenience of reference only 
and have no legal effect. 
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